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Qualified Root
CA Certificate
Profile

Profiles and parameters for the Root CA Certificate

This document defines the qualified certificate
profiles used by Simplifi as a Qualified Trust
Service Provider (QTSP). It covers the structure
and parameters for the Root CA certificate.
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1. Introduction

The document describes profile for certificates for the Root CA certificate and the associated CRL
profile.

2. Technical profile of certificate

Certificate is compiled in accordance with the X.509 version 3, IETF RFC 5280, ETSI EN
319 412-2 and ETSI EN 319 411-2

3. Certificate body

3.1.Root CA Certificate

Root CA Certificate Profile

el e, Mandatory .......coeeeeveremns Value e Description _ ......cocoveunne.
WCBTHFICAte data et AR s p s e p s aen
Serial number Yes <unique_serial_number> Unlgge serial number of the
.......................................................................................................................... certificate. ..,
WYEISION | eeeereeteeeaeens YBS et teesaeentes Duetassesasaesasses st s antns  ssssssassesassesaessasssansasansasantane
Signature algorithm in
Signature Algorithm Yes SHA512
............................................................................................................................. accordance to RFC 5280 .....
Issuer DN
LLRRLN RN RN RN RN R R R RN ettt t e et Pl ettt Pt FRRRRIIRIIIIIIIRIIIRRRIR AR AR AR AR AR IRNN
..common Name (CN) ......... . YES ..eeereeeereeereeerennenns IMRILROOLCAGT - Certificate authority name ...
.Organization () ... . YBS.oeeeeereereeeeeerennennens SSIMPLIWORKS SRL | [Qrganizationname . ...
VATRO-45938180 Identification of the

organization different from the
organization name.

Organization Identifier Certificates may include

Yes
(ORGID) one or more semantics
identifiers as specified in
clause 5.1.4 of ETSI EN 319
...................................................................................................................... i1 oL
Country code: AM — Romania (2
Country (C) Yes RO character ISO 3166 country
......................................................................................................................... eio1
BUBIEC DN oot eee e se e s st e e st e e e e
..Gommon Name (CN)............ . YES...oeeeeeeereerereesereeennns (2RI ROOLCAGT - Certificate authority name ...
Organization (O) Yes SIMPLIWORKS SRL  Organization name
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VATRO-45938180 Identification of the

organization different from the
organization name.

Organization Identifier Certificates may include

ORGID ves -

( ) one or more semantics
identifiers as specified in

clause 5.1.4 of ETSI EN 319

...................................................................................................................... ot P
Country code: RO — Romania (2
Country (C) Yes RO character ISO 3166 country
......................................................................................................................... el O
By et e e e A e e e nE e A A e e v e eE e AeE e AeE e e e AnE s e s anE s e nans

Validity period of certificate

from issuance date.

<issuance date and  First date of certificate

_time> validity.

<issuance_date_and Last date of certificate
_time> + 20 years validity.

RSA algorithm in

Algorithm Yes RSA (4096 Bits)
...................................................................................................................... accordance with REC.4095.........
WRURICKSY et Y88 e PUBIC KOV e PURHC KEY: e,
S OIS bbb
LEXEENSIONS Values and limitations .. .Criticality ... Mandatory s
Keyusage e, KEYCEMSION, keyCriSign. .. CrtICAL s YOS

Subject Type = CA
Basic Constraints Path Length Constraint = Critical Yes
None

160-bit SHA-1 hash (Key

Subject Key Identifier D) Non-critical Yes
3.2. CRL Profile

R ettt R AR ens
- O Mandatory  .......... value ..o Description ...,
R At e —————————————— e e e E s e e e e
LYersion e YES s 2 e <SRG fOTMAL version pursuant to X.509.

Signature SHA512 . . :

Algorithm Yes Signature algorithm in

+4 0318 281 141 | easy@simplifi.ro | www.simplifi.ro 5



simplifi

accordance to RFC 5280.

Time interval during which CRL is
generated and published

Time interval during which both old and

Overlap Time Yes 7 days new CRLs are valid.
ST DN ettt e —e e a e AR A A e AR R e AR A AR AR R e AR R e AR e e R R R en s aene
(Cé)r\rir;mon Name Yes g|1m plifi Root CA Certificate authority name

VATRO-45938180 Identification of the organization different
from the organization name.
Organization

Identifier (ORGID) Yes Cerhﬂcgtes_ may include one or more
semantics identifiers as specified in
........................................................................................... clause 5.1.4 of ETSIEN 3194121, .........
Country code: RO — Romania (2 character
A S N e S0 3166 country code)
X OIS 0N | et —et————atattatatetateteatatassatmatateteteeeeeasatsasaseseneeeeeanasasanas et et enennananannanas
. Values and e 1
X OIONS e imitations A O e
Authority Key 160-bit SHA-1 hash -
dentfier o (KeyD) ... Nomemed o e
CRL Number Digit starts from Non-critical Yes
T £ 11 -
ExplredCertsOnCR Yes Non-critical Yes
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