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Qualified
Intermediate
CA Certificate
Profile

Profiles and parameters for the Intermediate CA
Certificate

This document defines the qualified certificate and parameters for the Intermediate CA
profiles used by Simplifi as a Qualified Trust certificate.
Service Provider (QTSP). It covers the structure
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1. Introduction

The document describes profile for certificates for the intermediate CA certificate and the
associated CRL profile.

2. Technical profile of certificate

Certificate is compiled in accordance with the X.509 version 3, IETF RFC 5280, ETSI EN
319 412-2 and ETSI EN 319 411-2

3. Certificate body

3.1.Qualified CA Certificate

Certificate Profile

Field Mandatory Value Description

Certificate data

Serialnumber s YES s Sunique_serial number> - Unique serial number of the certificate,
DYEISION e teeeneenns YES s D ettt a e b e er s saerns SasbebeEesasasEeEesasEesersasseeerasast et s s asterananes
Signature algorithm in
Signature Algorithm Yes SHA512
..accordance to RFC 5280 ...
Llssuer DN o
..common Name (CN) ... . YES s Simplifi ROt CAGT .......... . Certificate authority name ...
..Qrganization (O) ............. . YES, s SIMPLIWORKS SRL .......... . Qrganizationname ...
Identification of the
organization different from the
o B VATRO-45938180 organization name.
Organization Identifier Yes Certificates may include
(ORGID)
one or more semantics
identifiers as specified in
................................................................................................................... clause 5.1.4 of ETSIEN319.412-1. ...
Country (C) Yes RO Country code: RO — Romania (2

character ISO 3166 country code)

Subject DN

Simplifi Qualified CA Class  Certificate authority name, where [XX]
Common Name (CN) Yes 3 1XX] is G1.G2,G3...

Organization (O) Yes SIMPLIWORKS SRL Organization name
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VATRO-45938180 Identification of the

organization different from the
organization name.

Organization Identifier Yes Certificates may include
(ORGID)
one or more semantics

identifiers as specified in
clause 5.1.4 of ETSI EN 319 412-1.

Country code: RO — Romania (2

Country (C) Yes RO character ISO 3166 country code)
Validity
Validity period of certificate
Validity period Yes 10 years
................................................................................................................... fromissuancedate. ...
First date of certificate
Not before Yes <issuance_date_and_time>
................................................................................................................... VAAEY. e seeeee e ssenessessee s
; i Last date of certificate
Not After Yes <issuance_date_and_time>
+ 10 years validity.
Public key info
RSA algorithm in
Algorithm Yes RSA (4096 Bits)
................................................................................................................... accordance with RFC 4055 | .............
Public Key Yes <public_key> Public Key.
Extensions
Extensions \_/alyes_ and Criticality Mandatory
limitations
keyCertSign, -
e | keyCrSign............ . e et
Subject Type = CA
Basic Constraints Path Length Critical Yes
............................................ L
. o 160-bit SHA-1 hash ”
e e ) et
Certificate Policy
[1I:
1.3.6.1.4.1.63578 .
1.1.1
Certificate Policies Non-critical Yes
CPS URI [2]:
http://simplifi.ro/poli
............................................ CIBSICDS, . .o.vrcuceies ceessssssesssssssesssssssssssssssssanas, stssssssssetassssesasassssetsssses et s sssssasasssssrans
. . 160-bit SHA-1 hash "
e e o ettt
Authority Information Access Method #1: CA Non-critical Yes

Issuer
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URI:
http://Simplifi.ro/pki/
Simplifi_Root_CA _
G1.crt

Method #2: OCSP
URI:
http://simplifi.ro/ocs

http://simplifi.ro/pki/
CRL Distribution Points Simplifi_Root_CA_  Non-critical Yes
G1.crl

3.2. CRL Profile

R ettt ettt enesnsm Rt AR SRS RASE AR RSSE R AR RS RASR AR RS E R e AR S RSB SR SRR et Rt Re
- Mandatory ... value ..o DeSCHIPHON | et ea e eans
R At e R RS RS RS e AR e e
LYEISION e YES eeeeereeeeeeens 2 e, CREfOrmat version pursuant to X.509. ...,
Signature v SHA512 Signature algorithm in
. es
o eeeeeeee eeeesssseeeesssssssesssnen, seseeesssseeeessssseeessss BSCOIIANCE O RFC 580, e
Expire Period Yes 1 yea Time interval during which CRL is valid.
Time interval during which CRL is generated and
Issue Interval Yes 1 year X
published
Overlap Time Yes 7 days I;rng interval during which both old and new CRLs are
ST DN ettt a e e e R AR e A E AR R e R AR R e R AR eE s Ae A e R e s AR et s an R e e e A s en s anans
Common Name Simplifi Root CA e .
N N =i RS e T e )
..Qrganization (Q),_... . YES eereerereesenen, SIMPLIWORKS SRL _ Organization name | .......cccoovereevereenseessseesnsenans -
VATRO-45938180 Identification of the organization different from the
organization name.
Organization e . .
Identifier (ORGID) Yes Qertlflgates may |qglud§ one or more semantics
identifiers as specified in
reerestestastaseaseastnssnanne: sestssessessenssnssnssnennanns sessessenssnssnssnsnnenneneens s S0us0. e O B S BN 310 A e,
Country (C) Yes RO Country code: RO — Romania (2 character ISO 3166
............................................................................................... COUNY COU) ....eeeeeereeeereeseseeseseeassee e sen s sesassesassnans
Extensions
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. Values and PP
o .1 e A,
Authority Key 160-bit SHA-1 hash -
Jddentiier o (KSR e o ettt ettt
CRL Number Digit starts from Non-critical Yes
T 111 SO
ExplredCertsOnCR Yes Non-critical Yes
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